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 The need for Ascertia Docs
e What is Ascertia Docs
e Where can it be used

e How does it work
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— The need for Ascertia Docs

Paper is expensive
— For printing / enveloping
— For courier or postal services

Paper processes take time
— Circulation of the paperwork
— Tracking who is holding up the signing process
— Moving the paperwork between the various parties

Paper is awkward to manage
— Who has the paperwork, how many people have signed?

E-documents avoid these costs but require

— Strong user authentication to independently prove who
signed and approved both now and in the future

— Strong data integrity so any change to the document
invalidates the digital signatures that are applied
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What is Ascertia Docs?
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« A Web 2.0 application for shared document
management, allowing review, sign-off and
approval by multiple people

o Offered as a Internet Service
— Part of cloud computing SaaS environment
— Requires no local software installation

 Also offered as a software product

— For SaaS deployment within an organisation

— For general hosting by Managed Service Providers

— For closed community hosting by Managed Service
Providers

— Ascertia Docs can be re-branded

— The user interface can be localised into any Unicode
language
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Software as a Service (SaaS) Benefits
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e« SaaS ensures Ascertia Docs is
— Itis quick and easy to use the solution
— Costs are based on actual usage
— No local server or desktop software management
— No local software maintenance and upgrade issues
— No expensive user training and support
— Provides enhanced management and internal controls

 Ascertia Docs enables clear traceability,
accountability, audit and internal controls

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.



Security features and benefits
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 Uses standard PDF signatures
— No proprietary techniques
— Remains fully interoperable with Adobe Reader

« Each user has a unique signing key
— Enforces individual approval

— Does not use signatures from a corporate proxy
key/certificate

« DLP Security Features
— Document exists within a secure viewer applet which
enforces access rights
— The document is not stored in clear on the viewer’s hard-
disk
— Saving a local copy can be prevented
— Copy / paste operations are not allowed
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Where can Ascertia Docs be used
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« To enable disparate third parties to sign and approve

project documents and agreements
— New agreements and subsequent changes
— Supply details, delivery confirmations
— Purchasing, Tenders
— Merger and acquisition documents and other legal documents

« To enable organisations to publish information for

others to securely review (but not save a copy)
— Valuable training materials
— Consultancy reports

« To allow organisations to formalise the tracking and

approval of key documents
— HR documents, reviews, share schemes, etc
— Financial documents, purchase orders, expenses, etc
— Internal project documentation
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Registration & login

ad@cs.

ascertiadocs
Login/ Sign Up

7'y Upload documents quickly

Uplaad any document for review and aparaval. Prepare for approval
by adding blank signature fields.

Email Address:
Of) Share your documents Password:

with internal and external users. Secure documents using passwords.
Login

/ Digitally sign to approve Forgot password Click here

Review documents, add comments, sign off the document using
individual PKT signatures

Don’t have Ascertia Docs account

L Archive your completed documents @

Securely timestamp and future proof your digital signatures for long
term archival

Take a tour of Ascertia Docs | Watch a video

) BOOKMARK o 53 £7..,

About Us | Terms of Use | Privacy | Contact Us | Support | Pricing
Copyright ©2009 Ascertia Ltd

Gavin registers for an account and creates a personal profile on adocs:

» Behind the scene Ascertia Docs interacts with ADSS Server to securely
generate a unigue signing key pair. Keys are protected under secret
password only known to Gavin (or OTP password scheme like GrIDsure™)

» Gavin design’s his own signature appearance with hand-signature image,
company logo etc (or uses the default one)

» Ascertia Docs will also use locally held certificates in the next release
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Document Upload
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gavin.spencer@ascertia.com | Settings | Help | Sign Out

ascertiadocs Account Limit: 2% of S0MB [
DOCUl | Ient Upload Select a document to Upload Back to Home
Upload the PDF documen t
Browse your computer to select 5 PDF file to upload:
| |[ Browse... |
What do you want to call it? (if other than the file name)

Folder to place the uploaded fle:

|Per50na| ~ ‘
Upload file size limit: 5000 KB

Once registered, Gavin uploads a contract document

» Once uploaded Gavin can view the document, create blank signature fields
and assign who needs to sign each field and the order of signing

Deployment / Integration notes:

 PDF, DOC, DOCX, ODT, XLS, PPT, XLSX, PPTX, RTF and other document
formats are supported

» API Integration for document management systems will be provided

© Copyright 2001-2009 Ascertia Ltd.
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Document preparation for sign-off
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However, this obligation will not apply to Confidential Information which: (a) at the time of such
confidential disclosure was available to the public; (b) subsequent to such confidential disclosure,
became available to the public through no fault of Recipient; (c) which Recipient can show was
rightfully in its possession prior to such confidential disclosure by Discloser, without a similar
restriction as to confidentiality; (d) is received by Recipient subsequent to such confidential disclosure
by Discloser, from any other party who is under no obligation to treat the information in a confidential
manner; or (e) is transmitted to another party pursuant to written permission given by Discloser.
Additionally, such confidential information may be disclosed by Recipient pursuant to a valid court
order, provided however that Recipient shall notify Discloser of such order immediately upon its
receipt thereof so Discloser may seek an appropriate protective order.

Discloser hereby grants no right or license in relation to the Confidential Information to Recipient
merely as the result of such disclosure. It is further understood that the obligation concerning keeping
information confidential shall bind Recipient's employees, agents and representatives and the
employees, agents and representatives of Recipient's successors.

This agreement shall be interpreted and governed in accordance with the laws of England and Wales.
This agreement shall remain in effect for a period of three (3) years from the date hereof.

Confidentiality obligations shall survive the termination and expiration of this agreement for a period of
five (5) years.

For and on behalf of Party 1: For and on behalf of Party 2
For_Lucy

To be signed by: lucy.larkin@live.co.uk

(Il

Authorised Signatory

Authorised Signatory

The Ascertia Docs PDF applet viewer allows the document to be viewed, signature
location fields to be added and assigned to specific contacts using the toolbar buttons.
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— Digital sighature management features

 Unique signhature appearances are applied
— including signature images and company logos

 Signature locations are drawn as required
— and optionally locked for a specific signer
— unlike other solution approaches

« Owners can track their document sign-off status
— Ondemand in real-time
— Documents are routed to each signer (in sequence or in parallel)

 An automatic reminder policy
— For signers that do not sign documents on time

« Document history is maintained
— Owners can review each revision of the document
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Document Sharing

gavin.spencer@ascertia.com | Settings | Help | Sign Cu

ad@cs.

ascertiadocs Account Limit: 6% of oM

Share this document ( Sales Agreement )

Document Sharing

Collaborator: Lucy Larkin To lucy.larkin@live.co.uk;john.medows@live.co.uk;

Email: lucy. arkin @live. co.uk b
Fields to be signed: For_Lucy A
- — Subject: ‘Ascema Docs — Document [DOC_NAME] has been shared &
bocamentapenpusmuort: || @
Message: (near [COLLABORATOR_EMAILL, a|@
Collaborator: John Meadaws
Email: john.medows @live.co.uk The document [DOCUMENT_NAME] has been shared with you for your
Fields to be signed: For_John ] sign-off by [QWNER_EMAIL]. You need to sign the following signature
Document open password: l:l W field: [FIELD_NAME]

You can access this document here: [DOC_LINK]

See you 500N on Ascertia Docs v

Occme Mote: a link to the file wil bpfMluded in the message

adocs
Server

Once a document is ready to be sent for review and approval by others
Gavin simply adds contacts from his contacts book. Gavin can:

» define document passwords which must be entered by the reviewer before
being allowed access to the document

 define specific access rights, e.g. ability to print the document. Access
rights like “not open before (or after) date” etc. are also possible

» add notes for specific viewers which will be visible once the document is
opened by the reviewed.

The document will be shared only upon pressing “Share” button.
Sharing of a particular document can be stopped at any time later.
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How does it work?
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Review and Sign Off Lucy

adocs
Server

As soon as Gavin has shared the document, Ascertia Docs automatically
sends an email to the first reviewer informing them that a document from
Gavin is awaiting their approval:

» Reviewers do not need to be pre-registered with Ascertia Docs
They just need to register on first use

» Email from Ascertia Docs contains a unique URL for the reviewer to see
the document online and then to sign it

» Any additional reviewers are only emailed once it is their turn to sign

» Gavin can see the sign-off progress at all times

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.
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Review and Sign Off

Ascertia Docs
Server

Once Lucy signs the document, the
next signer will be automatically

emailed by Ascertia Docs, Gavin can .
see that Lucy has signed

Review & Sign-off

'Showing document | Sales Agreement )

“,I&'BHI LRI S SN 2

=1
Howiver, this cbligation wil ol apply |0 Conficental information which: a) a1 the time of sunl
conflidential disclosure was avalable 1o the puble: (b) subsequant o such confidential disclasur
became available %o the public through no faull of Recipient; (<] which Recipient can Iuwm
nghd ily i &= possession prior fo 3 o isclosure witheu
*! e nficen ::Ias

e infrmatan in &
manner; of (o) & ansmitted [ anather parly pursuant 1o witten permission ghan uy ‘Diuckosor
Additicnally, such confidantal information may be dsclosed by Recpiant pursuant (o 8 valid cout
order, proviced however that Recpient shall notify Discloser of such order immediately upon its.
receipl thereof 50 Discloser may seek an appeopriale probective croer.

Discioser horaby grants na right or license in metation t the LmM ntial Infarmation 1o Recipent

merety s the resut of It &5 further understood that

Informattion conficendial shal bind Redpiont's emgkiyoes, mt'ﬂls and representates and e
koyues, agoits and T Recipsent's

This agreement shall be interpreted and governed in accordance with the kaws of England and Wales.

Thes agreement shall memain in oflect for & pediod of three (3} yoars from the dale hereol,
Confidentiality obligations shall survive the lermination and expiration of this agreement for a period of
fiis {5} yoars.

Foe and an beh, y 1 | For art an behall of Party 2

For_loe

Bt agred by johrmedowa e 2k

mefl'h fopn
| Authorised Sgnatory

| Authatised Sigratory

In order to view the document, the Ascertia Docs secure applet is
download into Lucy’s browser (IE, Firefox etc.).

Lucy can review any notes from the Gavin as well as scroll through
the document contents within the secure applet viewer

Lucy can see any previous signatures and their trust status

Lucy can sign by clicking on the blank signing field reserved for her.
The actual signing operation will be done securely on the server.
Signing using local keys and certificates is being added.

Once all signers have digitally signed the document, Gavin will be
notified by email

www.ascertia.com
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Ascertia Docs main screen

adgcs...

ascertiadocs

Upload

View

Completed Docs

Craft Docs (3]

Awaiting External Approval (1)
Docs Waiting My Approval (1)
Docs | Have Approved

My Folders w

FPersonal (5)

Corporate

|~

Sales Agreement

Mutual NDA.pdf

ADSS Guide

O 066 6

Changepage: K < > 3

Important contract 3.pdf

Test Contract 1.pdf

gavin,spencer @ascertia.com
gavin.spencer @ascertia.com
gavin,spencer @ascertia.com
liaquat.khan@ascertia.com

gavin.spencer @ascertia.com

Last Modified By

lucy.larkin @live. co.uk
gavin.spencer @ascertia.com
gavin.spencer @ascertia.com
liaquat.khan@ascertia.com

gavin.spencer @ascertia.com

gavin.spencer@ascertia.com

Modified At

03/05/200% 17:29:41
03/05/200% 16:46:48
03/05/2008 16:46:17
03/05/200% 13:30:58

29/04/2009 0%:44:04

Personal

Personal

Personal

Personal

Personal

Settings | Help

Sign Qut

% of 50 MB I:|

Mext Signer

john.medows @live.co.uk
/A

A

gavin.spencer @ascertia.c

wahaj. khan @ascertia.com

| o

Page 1of 1, items 1to 50f 5.

The main screen is shown when logging into adocs.
It is a central area to see all documents you have shared and their status, as well as documents
shared by others which need your approval.

WWW.ascertia.com

Document
Status Icons:

4 Draft document (unshared)

-

Document awaiting my
approval

Document | have approved
already

My document waiting for
approval by someone else

My document fully signed-off

© Copyright 2001-2009 Ascertia Ltd.




Secure Document Audit Trall
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 Provides a secure history for each document
— When the document was shared
— Who has viewed it and when
— Who has signed it and when

— Previous versions of the document can be download and
viewed

| & Document History

Edited At

o 20404/2008 Document Signed By: =

g paecigi L 13:53:07 gavin.zpencer@aszcertia. com L
g penceri@ascert m ﬂfg;xfgue Document Shared )
gavin.spencer@ascertia.com ?[3}#3;.?209 E;?ngj;lp:: SIS a’

2040472009 Created Empty Signature Field: 2

9 penbeiascert il 13:48:13 For Gavin Spencer *

DO C u m en t gavin.spencer@ascertia.com ?g”g;‘ﬁgog Upload G

History facility

1 1 Close

is only available

to the document

owner

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.
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Security Management Features

 Secure audit log for user login data, document
access and any changes

« All signing transactions kept in secure HMAC
protected logs

* The use of a Hardware Security Module (HSM)
for secure key generation and storage is
supported

e Secure operator authentication, role-based
access control and a dual control option

e Ableto determined which certificate issuers to
trust (e.g. only qualified certificates)

WWW.ascertia.com

© Copyright 2001-2009 Ascertia Ltd.



Two Signature Workflows
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« Two signature workflows are supported to allow
a document to be signed by multiple signers

'/6\2
8- & @&

yd /7

The same document needs to be Each signer signs their own version of the
signed by all reviewers (e.g. for document (e.g. HR forms)
contract documents) — this operation can be performed in parallel

Ascertia Docs caters for both scenarios, the owner can define at time of sharing whether reviewers
will sign the same document in turn or each will sign their own copy of the document separately.

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.
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— . Long-term signatures & archiving

Standard PDF signatures are used by default

Other signature formats are supported
— With embedded timestamp to prove time of signing

— With embedded signer certificate status information to
prove signer’s certificate was valid at time of signing

Long-term signature verification

— These can be verified in future even after signer certificate
expiry or revocation

Ascertia Docs Notary Services

— Ascertia Docs can optionally notarise the documents (i.e.
apply a trusted organisational level server-side signature
with timestamp) as part of a secure long-term archiving
process

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.



Local Signhature Support
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 Local Signing Support

— In some environments users hold signing keys
within Windows or within a smart card or USB token

e Ascertia Docs v3.0

— Provides support local hashing and signing within the
applet to enable local signing keys to be used

o User Profiles
— At the time of registration a user selects whether they
wish to use server-side keys or local smart card/token
(or the choice is made by the administrator)

© Copyright 2001-2009 Ascertia Ltd.
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— Formats & Platforms

Signatures
— standard PDF signatures (verifiable using Adobe Reader)
— Support available for PDF/A signatures also

Document types

— Various formats: PDF, DOC, DOCX, PPT, ODT, XLS, XLSX,
PPTX, RTF etc.
— These document formats are converted to PDF before signign

Client platform requirements
— Any client platform running IE 6 or 7 for FireFox 3
— Other browsers expected to work but primary testing is on IE
and Firefox
— JRE 1.6 (Java 6) is required

Server requirements (if hosting in-house)
— Windows 2003 Server & SQL Server 2005
— Windows 2008 / SQL Server 2008 available on request

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.



Ascertia Docs - Summary
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e The most advanced SaaS solution for managed
document collaboration and approval

e Ask Ascertia for more information on how
Ascertia Docs can be used

o Better still try it for yourself at
http://docs.ascertia.com

Ascertia - the trust solution experts

www.ascertia.com © Copyright 2001-2009 Ascertia Ltd.
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